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On October 26, 2001, a mere 45 days after 
the devastating terrorist attacks of 9-11, 
Congress responded by enacting “The Uniting 
and Strengthening America by Providing 
Appropriate Tools Required to Intercept and 
Obstruct Terrorism Act,” better known as the 
USA PATRIOT ACT (the “Patriot Act”). This 
Act, 342 pages long, reformed and extended 
the powers of international intelligence and 
law enforcement agencies in order to facilitate 
the fight against terrorism, no matter where 

the terrorists are located or under what name 
they operate. In 2006, the United States Senate 
and the House voted to renew the Act and on 
March 9, 2006, President Bush signed the 
reauthorization of the Act into law.

The Patriot Act has been regarded as one of 
the most stringent measures taken up by any 
government to trace and limit the financial 
resources fuelling terrorist activities. Probably 
the area of business affected most directly by the 
Patriot Act is the financial services industry. This 
has made applying for and receiving funding for 
businesses, a complicated maze of regulations 
and red tape. 

The following is a brief breakdown of how the 
Patriot Act has affected the financial services 
industry and businesses looking for funding:

Title III—Anti-Money Laundering and the 
Financial Services Industry

The Patriot Act “follows the money”; emphasizes 
need for educated funding resources

Title III of the Patriot Act is the “International 
Money Laundering Abatement and Anti-
Terrorism Financing Act of 2001.” This portion 
of the Act amended the Currency and Foreign 
Transactions Reporting Act, also known as the 
Bank Secrecy Act (BSA), expanded the definition 
of money laundering and also expanded the role 
of the financial services industry in combating 
money laundering. Money laundering is said 
to be the world’s largest business at $1 trillion 

annually, with 50% of the funds passing through 
the United States at some point in time. Financial 
firms such as banks and credit unions, securities 
dealers, investment bankers, commodity traders, 
money transfer agents and non-financial 
institutions are mandated to abide by the Act. 

The idea behind the Patriot Act is that terrorist 
threats to the U.S. will be thwarted if the 
government is able to ‘follow the money.’ 
One major provision of the law can be found 

in §326, which amends the Bank Secrecy 
Act, “Identification and Verification of 
Accountholders.”  This amendment allows the 
Secretary of the Treasury to prescribe regulations 
that set forth the minimum standards for 
establishing the identity of a customer opening 
a new account at a financial institution. These 
regulations establish that, at a minimum, 
a financial institution must collect a name, 
address, birth date and taxpayer identification 
number from each person who opens an account, 
including partnerships, trusts and corporations.  

The new rules are not much of a change for 
banks compared to earlier requirements, but it 
may become a major issue for various financial 
services firms that did not previously face such 
identification and verification procedures. 
For example, security dealers, commercial 
lenders, brokerages, mutual fund operators and 
comparable firms will need to establish such a 
system and implement these systems “on the 

fly.” The expense of this can be significant. U.S. 
brokerages spent nearly $700 million through 
2005 on technology to comply with the Patriot 
Act - nearly three quarters of which was directed 
towards software and integration. Reports 
estimate that the financial services industry 
as a whole spent approximately $10.9 billion 
complying with the anti-money laundering 
requirements of the Patriot Act by the end of 
2005. Naturally, these expenses will be passed on 
to customers.

From the financial institution’s perspective, the 
cost for compliance is huge. Some of the smaller 
firms and agencies will be driven out of business 
because they will not be able to afford the cost 
of meeting these requirements. In order to 
comply with the new, tighter security, banking 
will become more expensive and less friendly. 
Banks will no longer be as willing to accept 
new customers, so changing banks or opening 
new accounts will be more expensive and 
time-consuming. Finally, there are substantial 
penalties for failure to comply with the new 
standards, including both civil and criminal fines 
and imprisonment.  

TITLE II—Enhanced  
Surveillance Procedures

Businesses compelled to provide records and aid 
investigations

Title II of the Patriot Act involves the enhanced 
rights provided to law enforcement, especially the 
FBI, in an effort to thwart terrorists and terrorism. 
While this portion of the Act is generally viewed 
from the perspective of civil liberties and the 
possible abrogation of the constitutional rights 
of the individual, it also impacts businesses. 
Businesses and businesspeople may be 
compelled to aid in investigations of suspects, 
to provide relevant records requested under a 
search warrant, or to otherwise cooperate with 
the government. These activities carry potential 
costs to the affected businesses, both in terms 
of money and in terms of time spent in these 
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activities that might otherwise be spent on the 
normal operations of the business.

§215 – Access to Business Records

Considered one of the most controversial 
portions of the Act, §215, “Access to Records 
and Other Items Under the Foreign Intelligence 
Surveillance Act” allows certain FBI agents to 

apply to the Foreign Intelligence Surveillance 
Act (FISA) court seeking a court order requiring 
the production of various records in the course 
of any terrorism investigation. The records that 
can be requested include:

• Business records; 
• Bank records; 
• Library records; 
• Credit records;
• Health records; and 
• Any other pertinent data.

This data can be requested from a business if the 
FBI is investigating a customer, a supplier or an 
employee of the targeted business. The access to 
various records, and the related recordkeeping 
requirements imposed on businesses, can be 
quite burdensome.  

The law does include a few restrictions. The 
section specifically states that the FBI cannot 
conduct an investigation of a U.S. person (either 
a U.S. citizen or a legal permanent alien) solely 

on the basis of that person’s protected First 
Amendment activities related to the “right to 
free speech”. However, if there is any other basis 
for the investigation of a U.S. person, and part 
of the investigation “strays” into protected First 
Amendment activities, this restriction will not 
apply, nor does the restriction apply to “non-

U.S. persons” under investigation.  

Many people have taken a “So what?” attitude 
toward this provision. A common assertion is 
that law enforcement personnel, including the 
FBI, could always ask for those types of records, 
so it is “no big deal” that this is allowed under the 
Patriot Act. This assertion is correct only to an 
extent.  Law enforcement personnel could obtain 
either a court order or a grand jury subpoena 
authorizing them to obtain such records. 
However, under normal circumstances when a 
court order or a grand jury subpoena is sought, 
the law enforcement agency seeking the records 
has to show probable cause in order to obtain the 
records, and the person targeted is aware of the 
inquiry and is allowed to attempt to quash such 
a request by appearing in court to argue against 
issuance of the order. Under the provisions of 
§215 of the Patriot Act, no such showing of 
probable cause is necessary and the person being 
targeted is not made aware of the inquiry. If the 
FBI makes a request for such a court order to 
the FISA court, the court must issue the order.  

Section 215 removes the normal requirement to 
meet the legal standard of ‘probable cause.’ The 
judge exercises no discretion and must issue the 
order upon receipt of the FBI application.

Patriot Act provides solutions, but at 
what cost?

The Patriot Act has been called “the largest 
unfunded federal mandate since the creation of 
the Social Security system.” It may well reduce 
the risk of terrorism and terrorist attacks, but 
at what price? Compliance costs include nearly 
$11 billion for the financial services industry and 
untold billions for airport and transportation 
security. There will also be costs related to the 
issuing of secret subpoenas and court orders; 
businesses will incur expenses in meeting requests 
for information about customers and employees, 
as well as in acting as “informers” for the FBI, 
whether the businesses want to cooperate  
or not.  

Businesses need to develop “best practices” in 
a number of areas to ensure that they comply 
with the Act and to avoid the potential liability 
for failure to comply. Financial services industry 
firms must implement anti-money laundering 
practices and they must “know their customers.”  
They must also report suspicious activities by 
their customers. Businesses need to develop 
policies for the retention of records that are in 
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accord with the requirements of the Act and 
must be prepared to turn over such records upon 
demand by law enforcement personnel, provided 
that the law enforcement personnel have an 
appropriate warrant.  

Seasoned funding sources knowledgeable 
in Patriot Act, essential

What about companies both domestic and 

international that are looking for financing?  
With the substantial requirements of the Patriot 
Act, commercial lending has proven to be costly, 
time-consuming and extremely difficult. The 
last 5 years have demonstrated that finding a 
seasoned, experienced and Patriot Act-savvy 
brokerage or financing company to help secure 
appropriate financing is extremely important, if 
not an absolute necessity. Many lenders report 
that the Patriot Act has made them more diligent 
in checking the background of applicants and 
candidates, and they have pursued the source 
and use of funds with added scrutiny. This is not 
at all a bad thing from the lender’s standpoint 
because it forces them to be more selective with 

their investment portfolio and their clientele—a 
necessary evil in today’s post 9-11 world.

Prior to 9-11, commercial lending was wrought 
with suspicious lending options, money-
laundering scams, and money made available 
to and from terrorist organizations. The future 
will depend on developing relationships with 
financial institutions that are not only committed 

to complying with the Patriot Act, but also 
making the process easy and cost-effective for 
the customer. 

John J. Woods, Business Development Officer 
with Wachovia Small Business Capital in The 
Woodlands, Texas, recently reported, “Overall, 
the impact we’ve seen on our commercial lending 
efforts has been minimal because we have 
the systems and procedures in place to detect 
parties and transactions that are on government-
sanctioned lists. Wachovia is committed to 
conducting business in full compliance with 
the USA Patriot Act and other anti-terrorist 
financing regulations. With regard to the Bank 
Secrecy Act, our position remains the same: 

We’re committed to conducting business and 
operations with the highest ethical standards and 
in full compliance with the Act.” 

Trends indicate that despite the fact many 
Americans feel the Patriot Act is intrusive, citizens 
also believe fighting terrorism is a necessary 
objective. “Future legislation will continue to 
focus on financial transactions processes, with 

aims to increase the transparency of transactions 
and the accountability of institutions,” notes 
Donnie Roberts, Certified Financial Planner 
with Woodway Financial Advisors in Houston, 
Texas. However, whether future legislation will 
continue to expand or eventually defeat the 
powers of the Patriot Act, remains to be seen.
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